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Military Policy Governing OSS

* DoD Policy
2003 OSS in the DoD (Memo)
2006 Open Technology Development Roadmap

2009 Clarifying Guidance Regarding Open Source

2010 Better Buying Power (Memo)

: Open Architecture
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DEPARTMENT OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

OCT 16 209

CHIEF INFORMATION OFFICER

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DEPUTY CHIEF MANAGEMENT OFFICER
COMMANDERS OF THE COMBATANT COMMANDS
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DIRECTOR, COST ASSESSMENT AND PROGRAM
EVALUATION
DIRECTOR, NET ASSESSMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES
CHIEF INFORMATION OFFICERS OF THE MILITARY
DEPARTMENTS

SUBJECT: Clarifying Guidance Regarding Open Source Software (0SS)
References: See Attachment |

To effectively achieve its missions, the Department of Defense must develop and
update its software-based capabilities faster than ever, to anticipate new threats and
respond to continuously changing requirements. The use of Open Source Software
{0S8) can provide advantages in this regard. This memorandum provides clarifying
guidance on the use of 0SS and supersedes the previous DoD C10 memorandum dated
May 28, 2003 {reference (a)).

Open Source Software is software for which the human-readable source code is
available for use, study, reuse, modification, enhancement, and redistribution by the users
of that software. In other words, OSS is software for which the source code is “open.”

Clarifying Guidance Regarding Open Source



http://mil-oss.org/resources/us-dod_policy-memo_oss-in-the-dod_stenbit-memo.pdf
http://mil-oss.org/resources/us-dod_otd-roadmap-2006.pdf
http://mil-oss.org/resources/us-dod_policy-memo_clarifying-guidance-regarding-oss_16oct2009.pdf
http://mil-oss.org/resources/us-dod_policy-memo_carter-memo-on-defense-spending-28-jun-2010.pdf
http://mil-oss.org/resources/us-dod_policy-memo_clarifying-guidance-regarding-oss_16oct2009.pdf

Search Chief Information Q)

CHIEF INFORMATION OFFICER

U.S. DEPARTMENT OF DEFENSE

OSS and DoD Policy

Q: What policies address the use of open-source software in the Department of Defense?

The following policies apply:

1. The DoD CIO issued a memorandum titled "Clarifying Guidance Regarding Open Source Software (0SS)" on 16 October 2009, which superseded a May 2003 memo from John
Stenbit.

2. The Department of Navy ClO issued a memorandum with guidance on open source software on 5 Jun 2007. This memorandum only applies to Navy and Marine Corps
commands, but may be a useful reference for others. This memo is available at http://www.doncio.navy.mil/PolicyView.aspx?ID=312 .

3. The Open Technology Development Roadmap was released by the office of the Deputy Under Secretary of Defense for Advanced Systems and Concepts, on 7 Jun 2006. It is
available at http://www.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf .

4. The Office of Management and Budget issued a memorandum providing guidance on software acquisition which specifically addressed open source software on 1 Jul 2004. It
may be found at http://’mww.whitehouse.goviomb/memoranda/fy04/m04-16.html .

5. US Army Regulation 25-2, paragraph 4-6.h, provides guidance on software security controls that specifically addresses open source software. This regulation only applies to the
US Army, but may be a useful reference for others. The regulation is available at http:/Mmww.army.mil/usapa/epubs/pdf/r25_2.pdf .

In nearly all cases, OSS is commercial software, so the policies regarding commercial software continue to apply to OSS.

General information about OSS

Q: Is open source software commercial software? Is it COTS?

Open source software that has at least one non-governmental use, and has been or is available to the public, is commercial software. If it is already available to the public and is
used unchanged, it is usually COTS.
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CHIEF INFORMATION OFFICER

U.S. DEPARTMENT OF DEFENSE

Q: Isn’t using open source software forbidden by DoD Information Assurance Policy?
No. This misconception comes from a misinterpretation of DoD Instruction 8500.2, “Information Assurance (I1A) Implementation”, Enclosure 4, control DCPD-1.

The control in question reads:

DCPD-1 Public Domain Software Controls Binary or machine executable public domain software products and other software products with limited or no warranty such as those
commeonly known as freeware or shareware are not used in DoD information systems unless they are necessary for mission accomplishment and there are no alternative IT
solutions available. Such products are assessed for information assurance impacts, and approved for use by the DAA. The assessment addresses the fact that such software
products are difficult or impossible to review, repair, or extend, given that the Government does not have access to the original source code and there is no owner who could make
such repairs on behalf of the Government.

This control is intended to limit the use of certain kinds of “hinary or machine executable” software when “the Government does not have access to the original source code”. As
clarified in the 2009 DoD CIO Memorandum, this control does not prohibit the use of open source software, since with open source software the government does have access to
the original source code.

In the Desktop Application STIG version 3, release 1 (09 March 2007); in its section 2 4, it clearly states that DCPD-1 does not apply to open source software, for this very reason.
The STIG first notes that "DoD has clarified policy on the use of open source software to take advantage of the capabilities available in the Open Source community as long as
certain prerequisites are met. DoD no longer requires that operating system software be obtained through a valid vendor channel and have a formal support path, if the source
code for the operating system is publicly available for review". It notes in particular that three cases for software are acceptable:

1. A utility that has publicly available source code is acceptable.
2. A commercial product that incorporates open source software is acceptable because the commercial vendor provides a warranty.
3. Vendor supported open source software is acceptable.

The DISA STIG also notes "4. A utility that comes compiled and has no warranty is not acceptable.” Thus, a program must come with either source code or a warranty; if it has
neither, then special dispensation is required, since it difficult to review, repair, or extend the program either directly or via someone else.
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* Northrop Grumman 2j|0| A|AEIS] OSE = 20)A LinuxZ HZA

* Linux 7|4lo] AT EQ|0E D5 HA

Marines swap Microsoft for Linux OS
on Northrop Grumman radar
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- DARPA 7|E} A}

LUy  Examples of Open-Source Platforms

LandShark ArduPilot 4 AR Drone
uGgv UAV UAV
http://resources.infosecinstitute.com/hackroof-dronespossiblehacmstechnology/#gref
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« 9LV Mk4 (AQEI, Saab A} BHY MEKX|A|)

+ E-2C Hawkeye 2000 2 X 2| (O]= Northrop Grumman, Z7| A& 7|)
 TTWCS (Tomahawk 12| 0|E) (O|=, Lockheed martin, OJAFLEX)|)
« RC-135 QZA|AE 70| (O|=, Boeing, ME7| QYZA|AH)

* Aegis UYQ-70 & ®1g|0|= (O]=, Lockheed Martin, g7& &KX A)
- SSDS (0|2, Raytheon, &7 ®E X #)

« TSCE DDS-1000 (O|=, Raytheon, &H HEX|H)

o SHZEE 0|8 AL A|AE! (O] 2, Lockheed Martin, S &r=8t AL}

« AN/USG-2 (O|=, 2H8)

« IPN-S (O|Et2|Of, sH FEH|A))

« ANCS2000 (5, EADS, &8 M EX|A)

« SENIT2000 (=&t DCNS, &8 MEX|A)

« Sonar 2076 (Y=, Thales, Et4atg ALt &)

« SUBTICS (Z2tA, UDS, Rt FEX| A|)

+ Battle control system (0O|=, Thales/Raytheon, &C4I)

* C-Flex (HOF=, Saab, &8 TEH|A)
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