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« Design/Operation
 Infrastructure
« Network

 Identity/access
« Data
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Software
Development
Lifecycle
(SDL)

Assume
breach
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Single sign-on

Multi-Factor Authentication

Role based access A| O



2ot UOIH &5

IO M&E Al &3t =4
CIOIE S 1=

CIOITE M& 2 XI0l CHer & X

>.

CIOIH Jt=E4

CIOIE{ 2l L}

~




=t E0{|A GIO|E] Z2fO] A




=ctFE0j| A GjOJE ZEO[H A




Privacy
Approval

« EU 20| 4IO|H B M
« EU Data Privacy®| O}0|AEAZE H|O|EHML &2
« QX 00| ZA T EDO| EU Article 29 29I

« T+XA| @15&: HIPAA BAA, Data Processing Agreement, & E.U. Model Clauses
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Information we collect

We collect information to provid
better services to all our users
from figuring out basic stuff like
which language you speak, to







=2 E HQF Compliance

ISO 27001 SOC 1 Type 2 FedRAMP/FISMA
ISO 27002 SOC 2 Type 2 PCI DSS Level 1
ISO 27018 UK G-Cloud

HIPAA/HITECH
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I[SO /IEC 27001 /27002 / 27018 Certification

SSAE 16/ISAE 3402 attestations
(SOC 1 Type 2, SOC 2 Type 2, and SOC 3)

CSA(Cloud Security Alliance) CCM(Cloud Control Matrix)

HIPAA BAA

. . . NSy A
PCI Data Security Standard Certification LIA
FISMA Certification and Accreditation WDSS
Various State, Federal, and International Privacy Laws
(95/46/EC—aka EU Data Protection Directive; California SB1386; etc.) Py -

CCCPPF (China Cloud Computing Promotion and Policy Forum)
UK G-Cloud OFFICIAL

Australia IRAP

Singapore MTCS

http://azure.microsoft.com/en-us/support/trust-center/compliance/
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ISO/IEC 27001

US-EU Safe Harbor Framework

HIPAA BAA

SOC
(Service Organization Control)

FISMA
(Federal Information Security Manage
ment Act)

« SOCIIJ|QIMEHS A|AH ZXl/aiz
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http://azure.microsoft.com/ko-kr/support/trust-center/services/



http://azure.microsoft.com/ko-kr/support/trust-center/services/
http://azure.microsoft.com/ko-kr/support/trust-center/services/
http://azure.microsoft.com/ko-kr/support/trust-center/services/
http://azure.microsoft.com/ko-kr/support/trust-center/services/
http://azure.microsoft.com/ko-kr/support/trust-center/services/

ISO/IEC 27018
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2l (Shared Responsibility) 2] Ajdf|

Applications
Data

On-Premises BN

Runtime
Middleware
O/S

_— Virtualization
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